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Healthcare can only be effective if the right care is provided to the right 
patient, using the right patient information. However, many healthcare 
organisations are saddled with cumbersome, manual patient identification 
processes that rely on picture IDs and demographic information matching. 

Imprivata PatientSecure 
Imprivata PatientSecure™ is a positive patient identification solution that 
uses palm vein recognition technology to accurately and securely identify 
patients and retrieve their digital patient records at any location within the 
health network. Imprivata PatientSecure creates a 1:1 link between a 
patient’s unique biometric information and their individual patient records. 
The solution is conveniently embedded in the hospital information system’s 
workflow through integration with existing Electronic Patient Record (EPR), 
Electronic Patient Information (EPI), and Hospital Information System (HIS) 
applications. Imprivata PatientSecure is proven to help hospitals improve 
patient safety and patient satisfaction. Carolinas HealthCare System in 
North and South Carolina, USA, reduced its duplicate medical records error 
rate from 2.9 percent to 0.01 percent using Imprivata PatientSecure. And 
Baton Rouge General Medical Center, in Louisiana, USA, achieved a 20% 
reduction in their duplicate medical records rate and significantly improved 
their Registrar education process to reduce the likelihood of patient 
identification errors and insurance fraud within 6 months of implementing 
Imprivata PatientSecure. 

“The scanners, combined with all-digital health records, have not only 
diminished the risk of mixing up patient charts, but the time it takes for 
patients to check in.”

- Tim Tindle Executive VP and CIO Harris Health System

Key benefits:

• Improve patient safety

• Enhance patient satisfaction

Imprivata PatientSecure

The positive patient identification solution 



How Imprivata PatientSecure works 
Imprivata PatientSecure uses palm vein recognition biometrics to accurately 
and securely identify patients. The biometric scanner uses a harmless 
near-infrared light wave to capture the vein pattern in a patient’s palm. This 
scan produces a unique biometric template that is a digital representation  
of the patient’s unique vein pattern. During the initial enrollment process, 
Imprivata PatientSecure automatically associates this unique biometric 
template with the patient’s patient record. Imprivata PatientSecure 
generates a single biometric identifier for every patient, creating a link 
between individual patients and their unique medical information, across 
each of the EPRs and clinical applications that the patient interacts with. 
Once enrolled, returning patients simply provide their date of birth and scan 
their palm to identify themselves at any location within their health network, 
directly from within an EPR, or other registration screen. 

Improve patient safety 
Positive patient identification is the foundation of effective patient care.  
The following statistics demonstrate that patient identification is a growing 
concern for hospitals across the UK:

• Over the 12-month period February 2006 to January 2007, the The 
National Patient Safety Agency (NPSA) received 24,382 reports of 
patients being mismatched to their care.1  

• Between November 2003 and July 2005, the NPSA reported 236 
incidents and near misses related to missing wristbands or wristbands 
with incorrect information.2

• A hospital study from two large hospitals in Merseyside, UK found 
patient misidentification can lead to a number of serious medical 
errors, including performing incorrect procedures, delayed treatment, 
and incorrect diagnoses.3

• The National Serious Hazards of transfusion (SHOT) Annual Reports 
have identified ‘incorrect blood component transferred’ as the most 
frequently reported incident related to blood transfusion. This is 
frequently as a result of misidentification. About 70% of reported blood 
transfusion incidents, involved transfusion of blood to the wrong 
patients, resulting in major morbidity or death.4

• A review of medication incidents reported to the National Reporting 
and Learning System in England and Wales over 6 years (2005–2010) 
found medication errors are cause of ~10% patient safety incidents. 
21,915 were caused directly from mismatching patients with 
medications.5

With Imprivata PatientSecure, patients can be accurately and securely 
identified at any point of care, including outpatient, inpatient, and 
emergency departments where patients can be unconscious. By locating 
the patient’s unique patient record consistently, the solution helps improve 
patient safety by ensuring the right care is provided to the right patient.

With Imprivata 
PatientSecure, 
patients can be 
accurately and 
securely identified at 
any point of care, 
including outpatient, 
inpatient, and 
emergency 
departments where 
patients can be 
unconscious. 
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Just a single click 
away, Imprivata 
PatientSecure is 
embedded into 
leading EPR 
workflows.

Enhance patient satisfaction 
Imprivata PatientSecure streamlines the registration process and allows for 
a secure, easy, and accelerated check in. Patients are no longer required to 
repeat their personal information every time they check in and the palm 
vein technology is non-threatening and widely accepted resulting in over a 
95% adoption rate (some patients, such as infants, and patients with hand 
injuries or amputations cannot be scanned). The solution enhances patient 
satisfaction by reducing the opportunity of medical errors, identity theft 
threats, and redundant tests. 

Imprivata PatientSecure advantage of direct EPR integration 
Imprivata PatientSecure is directly integrated with a broad range of hospital 
information systems, including, EPR, EPI, and HIS systems. Just a single 
click away, Imprivata PatientSecure is embedded into leading EPR 
workflows such as Epic, and Cerner, allowing for registration staff to enroll 
and identify patients directly from the EPR registration screens they are 
already familiar with. This seamless workflow integration promotes high 
adoption and use by registration professionals and other hospital staff. 

“In addition to reducing our duplicate medical record error rate, Imprivata 
PatientSecure has helped identify unconscious trauma patients in 
emergency rooms and has helped our health system avoid some cases of 
insurance fraud.” 

- Craig Richardville, CIO, Carolinas HealthCare System.

Imprivata PatientSecure - trusted by millions of patients 
Imprivata PatientSecure is the market leader in biometric based positive 
patient identification solutions. This proven solution has the largest 
installed base with over 65 healthcare systems comprising more than 350 
hospitals and thousands of clinics. With over 7 million patient identities 
managed, Imprivata PatientSecure is the proven leader in positive patient 
identification. 
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About Imprivata
Imprivata, the healthcare IT security 
company, enables healthcare  
globally to access, communicate, 
and transact patient information, 
securely and conveniently. The 
Imprivata platform addresses critical 
compliance and security challenges 
while improving productivity and the 
patient experience.
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