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Challenges

• Deliver a consistent user 
experience across a wide 
geography 

• Modernise system access 
without impeding secure 
practices

• Pave the way for digital maturity 
by removing technology barriers

Results

• Increased efficiency and 
productivity 

• Improved security and data 
governance 

• Transforming patient outcomes 
with quick access to clinical 
applications

“Imprivata OneSign has delivered immediate benefits; it’s been a great project to 
roll out across the trust as the advantages have been so impactful.”

David Haymes, Project Manager, North East London NHS Foundation Trust

Improving the user experience whilst 
paving the path to digital maturity with 
safe, secure, and fast access to clinical 
applications with Imprivata

North East London NHS Foundation Trust (NELFT) provides an extensive 
range of integrated community and mental health services for people living 
in north east London and south west Essex. The Trust delivers care and 
treatment for a population of about 4.3 million and employs over 8,000 
members of staff who work across 150 sites in London, Essex, Kent, and 
Medway.

Business challenge
NELFT has a patient-centred approach that guides every aspect of the 
organisation, including its efforts to advance digital maturity. To progress 
their path to becoming paperless by 2020, the Trust was keen to explore 
ways to use technology to reduce risk, improve efficiency, and deliver the 
highest quality care. After seeing Imprivata OneSign® Single Sign-On being 
used within another Trust, NELFT was keen to explore how the solution 
could speed up access to essential clinical applications whilst still 
maintaining security. 



The solution
Imprivata OneSign Single Sign-On was deployed across the entire Trust to 
a workforce of over 8,000 staff members. The Trust encompasses a wide 
geography, many employees work across a number of sites so it was 
important that staff had a consistent user experience regardless of location. 
Following deployment, the impact to employees was immediate. “Once 
people saw how easy it was to access applications we had little resistance. 
In feedback surveys, 81% of staff said that Imprivata OneSign had made 
access to applications quicker and easier,” commented David Haymes, 
Project Manager, NELFT.

The greatest time saving benefits were achieved on the wards; each ward 
has two to three workstations which are shared across both clinical and 
administration staff. The desktop work stations were fitted with card 
readers, enabling staff to log in and out of the system by tapping their 
smart cards against the card readers. Multi-user access was activated onto 
the desktops, which allows several users to log in and out of the system 
without interrupting their session.

“Activity on the wards is fast-paced; quick access to accurate patient 
information is absolutely vital when faced with a patient in crisis. Staff can 
now tap in and out of the system, accessing essential clinical applications 
at the point of care,” said Haymes.

The ease and speed of No Click 
Access® to applications has 
motivated staff to keep their smart 
cards on them at all times. It has 
eliminated unsecure practices such 
as leaving cards in workstations, 
sharing credentials, and writing 
passwords down, which has 

improved security practices across the Trust. Users now access the system 
with their own smart cards, ensuring audit logs are accurate and any 
diagnostic tests or prescribed medications are attributed to the correct 
clinician, complying with CQC guidelines.

Since implementing Imprivata OneSign, the feedback has been so 
overwhelmingly positive from staff that the Trust will soon deploy Imprivata 
OneSign Spine Combined Workflow which will deliver the same fast, 
secure, No Click Access to NHS Spine-enabled applications at the point  
of care. 
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“In feedback surveys, 
81% of staff said that 
Imprivata OneSign had 
made access to 
applications quicker 
and easier.” 
–David Haymes,

Project Manager, NELFT



Results and benefits
• Increased efficiency and productivity – The average user accessed 

eight different applications daily, taking eight or nine minutes to log 
in. Now, log in times are the speed it takes to tap a smart card against 
a card reader. The time saving achieved across a workforce of over 
8,000 staff has been astonishing. 

• Improved security and data governance – The No Click Access to 
applications using smart cards has improved security and increased 
awareness across the Trust. In employee feedback forms, 50% of staff 
admitted to having some form of password memory aid that was 
either visible or easily accessible. The ease of use has encouraged 
better security practices amongst employees and improved audit 
trails and data governance. 

• Transforming patient outcomes – Quick and secure access to 
essential clinical applications, both on wards and within the 
community, has improved efficiency and delivered positive benefits to 
both patients and staff. Rather than battling with technology, staff are 
able to focus on patient care and utilise essential clinical applications 
quickly, making informed decisions without delays and improving 
patient outcomes.

• Enhanced staff enablement – Bank and agency staff can be set up 
with a smart card and trained on how to use it within minutes, 
ensuring they can be on duty with correct access to the applications 
they will require during their shift.

• Reduced help desk calls– Since implementing Imprivata, calls to the 
IT help desk for password resetting have reduced dramatically. This 
has freed up IT staff to focus on progressing the Trust on their path to 
digital enablement.  

David Haymes, concludes: “Imprivata OneSign has had a real impact on the 
daily life of staff, hugely improving the speed with which they securely 
access applications. Imprivata OneSign Spine Combined Workflow will be 
another leap forward for the Trust in digital enablement, providing clinicians 
with immediate access to NHS spine in time critical patient care scenarios, 
benefiting patient care and improving outcomes.”

“Imprivata OneSign 
Spine Combined 
Workflow will be
another leap forward 
for the Trust in digital 
enablement, providing 
clinicians with 
immediate access to 
NHS spine in time 
critical patient care 
scenarios, benefiting 
patient care and 
improving outcomes.”
–David Haymes,

Project Manager, NELFT



About Imprivata
Imprivata, the healthcare IT security 

company, enables healthcare 

securely by establishing trust 

between people, technology, and 

information to address critical 

compliance and security challenges 

while improving productivity and the 

patient experience.
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